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Marlene H. Dortch, Commission Secretary
Office of the Secretary

Federal Communications Commission
445 12" Street, SW

Washington, DC 20554

Re:  Annual 64.2009(e) CPNI Certification
Geckotech, LLC
EB Docket No. 06-36

Dear Ms. Dortch:

Pursuant to 47 C.F.R. § 64.2009(e), Geckotech, LLC hereby submits its Annual
64.2009(e) CPNI Certification.

[f you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Lag «, Steinhart

Atmey for
Geckotech, LLC

Enclosures
o Mr. Josh Robbins
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Annual 47 C.E.R. § 64.2009(e} CPNI Certification
EB Docket 06-36

I, Fosh Robbins, Managing Partner of Geckotech, LLC, certify that I am an officer of the
company named above, and acting &s an agent of the company, that{ have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission’s CPNI rules. See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit “A” is an accompanying staterent explaining
how Geckotech, LLC's procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 ef seq. of the Comumission’s rules.

Name: Josh Robbins
Title: Managing Partner

FOC Annual Filing
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Annual 47 C.F.R. § 64.2009%(e) CPNI Certification

EB Docket 06-36

Geckotech, LLC has not taken any actions (proceedings instituted or petitions
filed by a company at either state commissions, the couwrt system, or at the Commission
against data brokers) against data brokers in the past year. Companies must repost on any
information that they have with respect to the processes pretexters are using to attempt to
access CPNI, and what steps companies are taking to protect CPNL

(eckotech, LL.C has not received any customer complaints in the past year
concerning the unauthorized release of CPNI (number of customer complaints a company
has received retated to unauthorized access to CPNI, or unauthorized disclosure of CPNI,
broken down by category or complaint, e.g., instances of improper access by employees,
instances of improper disclosute to individuals not authorized to receive the information,
or ingtances of improper access to online information by individuals not authorized to
view the information).

Signed ﬂ P

Josh Robbins, Managing Partner

FCC Aanpual Filing
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Exhibit A

Geckotech, LLC

Compliance Requirements



Geckotech, LLC
300 N. Elizabeth Street, Suite 510-C
Chicago, lllincis 60607

Compliance Requirements

Geckotech, LLC ("Company™) maintains the foliowing operating procedures 1o ensure compliance with the
requirements sel forth in Section §4.2001 & seq. of the Commission's rules,

Section 54,2008 Use of emstumer proprietary setwerk Information without costemer
approval.

{n) Ary elocommuenivations carrier mey nve, dissloss, or permz‘t acoess to CPNI for the purposs of
providing or marketing service offerings ameng the categories of serviee (46, fockl, inderexchunge, and
CMRS) o vﬁa:»h the oustomer already subborlbes fom the same carrisr, without costemer approval,

) 1‘{’ & felecommrnivatons carier provides diffiyent catcgoncs of SGW[CC\, end a GUIOIET
subscribes to move then one category of servies offered by the certler, the carrier is permitred 1o ghare
CPRY among fhe carrier’s affilised entittes that provide a servies offering to the customer,

(2) If = telecommunicstions varrler provides different ratepories of sorvics, bus 2 cumstomer dots
not subgoribe {0 were thag one offering by the carvler, the varcler B not perinitted to shave CPNI wity its
affilintes, extept 89 provided in §64.2007().

(3) A telecommunications carcier may not use, discloss, or pormit accesy to CPNI to mket to &
cusiomer service offerings thae gre within & category of ssrvics to Which the subscriber does not sieady
subscribe fiom that camier, unlevs that carrier has cugtoiner spprovel o do ao, sxcept as deseribed in
paragtaph(e) of this section.

(1) A wireloss provider may vse, dizclose, or permitgocess fo CPRL derlved Fom Iis provision of
CMRS, withom customer approval, for the provision of CPB and inforumtion serviee(s). A wireilos carrier
may wse, disclose or permit eccess 10 CPNT dorlved fiom its provision of local exchange servics.or
interoxchange service, withont customer approvel, for the provision of CPE and call auswering, volos mell
or messaging, voice storage and retrisval services, fax store and foreeard, end protoeol conversion.

(Z) A wlecominunicstions carrier may not use, dsclogs, oF potmil eoesss to CFNY o identliy or
track customeng that taf} corpeting service providers. Fov example, s local exchange carrier may not use
jooad service CPWT 10 track all customoers that cell keval service competitors,

£y Awlecommunicationy carler ey vse, disclose, or pamit access to CPRY, withont customer
approval, as described in this paragraph (¢},

{13 A ieleoommunications carrier may use, disolose, or pemmoil soress fo CPNI, withowt cusomer
approval, in itg provision of inside wiring installation, weintenance, and repair services.

(2) CMRS providess may use, discloss, or permit access to CPMT for the putpose of conducting
research on the health offscts of CMIRS,



{3 LEGCs, CMRSE providers, and interconpecied VoIP providers may use CPNY, without customer
approval, o market services formerly known as adhmet-to-besie services, such s, but not Hmited to, spoed
dialing, computer-provided divectory assistance, call monifioring, call tracing, call blecking, call retum,
repeat dinting, call wacking, call waiting, caller LD, call forwarding, and certain Cenfrex fealures,

fd) A telecommunications carrier may use, discloge, or permit access to CPNI 1o protect the rights
or property of the carmier, o7 lo profect users of those sarvices and olher carcivrs from fraudulent, sbusive, or

unlaw il use of, or subscription to, such services,

The Company lias adopted specific CPNI policies Yo ensure tha, in the absence of cugtomer appraval,
CPNY Iy only used by the Cowpany to previde or wwrket service offerings among the cutegories of
service {Le, focal, inferexchange, mnd CMRES) fo which the customer alrendy subscribes,  The
Company's CPNI poilcles profiibit the sharing of CPNI with affifiated compasies, exvept as permitted
wnder Rule 64.2005(x) (I} or with cusiomer upproval pursiuant to Rule 64.2067(8). The enly exceptions
to these policies are as permitied wnder 47 U.8.C. § 2220d) emd Rule 64.2005.

Section 64,2007 Approval requived far vse of customer proprictary network information,

(a3 A slecommunications carrier may oblain approval through written, oral or electronle
mathods,

(13 A telecommunications cerrier relying op oral approval shall beac the burden of demonsivating
that such approval has beon given in compliance with the Commission™s rules in this part,

(2} Approvsl or disspproval to tse, disclose, or permit sccess to & costomer’s UPNI obtained by a
wlecommuiications carrier must remain in effzct untll the customer revokes or Himits such approvad or
cisapproval.

(3} A telecommunications carrier must maintain revords of approval, whether oral, wiltlen or
slecronie, for at least oue year.

Ire adf clrewmnstances where customer approval Is required fv nse, disclose gr pormit access to CENI, the
Commpany's CPNT policies require that the Comgany obtain custemer approvel Hrough weitten, orol or
electronic mathods in compliance with Rule 64.2007. 4 customer's appreval or disapproval reviains in
effect unfil the customer revokes or ity fhe approval or disapproval, The Company maininins records
of customer approval (whether writien, oral or electrgnic) for ¢ minipnen of vhie year.

(b) Use of Opt-Out and Opt-Jn dpproval Processes. A telecornmunicntions carrisr may, subject
to opf-out approval or optsii approval, nse its customer's fadividuslly idenfifiebls CFNI for the papose of
inarksling communications-related services to that custamer, A telecommunications carrisr may, subject to
apl-out approvel or opt-in approval, disclose its customer’s ndtvidually identifiabie CPNY, for the purpuse
of marketing conanunications-related services fo that customer, fo its agents and He affilistes thet provide
communications-related services, A telecommunications cazrier may also persnit such person or entities to
obtaln access to such CPNT for such purposes. Except for use and distlosure of CPNI thit Is pennitied
without customer approval under section §64.2005, or that Is described in this paragraph, or as otherwise
provided in section 222 of the Communications Act of 1934, as atnended, a telecommunications carriar
may only use, dlsclose, or permit access to Hs customer’s Individually identifieble CPNI subject f0 opt-in
approval,

The Company does sof use CPNI for any purpose (ncheding rurkeling comunanicalions-releled
services) and does not diselose or grant access to CPNT to ary party (including fo agenis or afffiintes Hat
provide conmmunications-relmied sevvices), sxcapt ay perariiled wndee 47 U85.C § I22¢d) and Rule
64. 2003,



Section 642008 Notiee required for Use of customer proprietary network information,

(8  Norffication, Generally. {1) Prior w apy solichimiibn for customer zpproval, a
tolecormmunications carvier must provide notification to the customer of the custommet's right to restrict use
of, disclose of, and access to that customer's CPNL,

{2y A telecommunications carrier must maintzin rseords of podfication, whether oral, written or

FlaCHome, B il et oie yoar

(b} Individual notive 1o customers must be provided when soliciting fpproval 10 use, disclose, or
permit access to customers” CPIL

(¢} Contert of Notice, Customer notification mugl provide sufffelent Information to enable tie
customer o make an informed declsion as to whether fo permit & canier to Dse, disciode, or permlkt access
to, the customer's CPMI,

{1y The notification muost state that the customer has & right, and the carrfer hag a doty, under
federa] Inw, to protect the contidentiality of CPNI

{2y The notification must specify the iypes of fnformation that constitute CFNI and the specific
entities that will reestve the CPNI, desoribe the purposes for which CPNT will be used, and inform the
cusiomer of his or her right o disapprove those uses, and deny or withdraw access to CPNI af any time.

{3) The notificacion nmst advise the customer of the precise steps the custormer must take i order
to grant or demy access to CPNI, and must clearly siate that a dendal of approval will not affect the
provigion of any services to which the customer subscribes. Flowever, camicts may provide a brief
statement, in 2 clear and neutral language, describing consequences dirsctly resulling fioun the lack of
aovess lo CPNIL

(4) the notification nwst be comprehensible and must not be mis!eadiﬁg.

(%) If written nofification is provided, (e notice must be clsadly Jegible, use sufficiently laxge
type, snd be placed i an area so 48 i be readily apparet to a customer.

(6) T sy portion of & notifieation i3 ganslated into another langnage, then all portions of the
notification most be wanslated info that language,

{7y A canier may state In the nofification that € customer’s approval fo use CPNI may enhance
the carrier's ebility to offer products and servicss tilored to the costomer’s needs. A carmier also may state
i the notification thet 5t may be compeliod to disclose CPNI to any person upon affitrative written request
by the costom.

{8) A carrler miay not inclade in the noification any statement atterapting to snucourage & customer
to fresze tird-party access to CPML

(9) The notification must state that any approvel, or denial of approval for the use of CPNI
outside of the service to which the custumer already subscribes fiom that corrier is valid vitll the customer
affirmatively revokes or limits such approval or denial.

{10) A telecommunications carrier’s solicitation for approval must be proximate o the
rotification of & customur'y CPNI rights,

The Company's CPNT policies regedre that eustomers be notified of their rights, wil the Compeny’s
obtigations, with respect to CPNT prios to any soljcitation for customer approval. Al required cusforner
notices (wehetier written, oral or clecironic) comply with the requirements of Rule 64.2008. The



Compuny wmaftains records of el required customer fiofives fehather writion, oril or electronic) for a
minifeeion o one year.

(&) Notice Reguiremenis Specific to Opr-Cut. A welecominunivations carrier mast provide
notificallon to obtaiy opt-out approval through clectronic or wiitten methods, but not by oral
comynunication {execpt as provided in paragraph (f) of this seotion). The countents of any such potificativn
must comply with the requirements of paragraph (c) of this section,

{}) Carriers must wait a 30-day roimdmum period of thme after giving customers notice and an
opportonity to upt-oul before sssuming customer approval o use, disclose, or permit scvess to CPNL A
carrier may, m iy diserslion, provide fur o longer poried.  Cerriers must notify costorers as 1o the
appiicable waking period for a response bofore approval is assumed.

(i} In the case of an elecironie form of netification, te walting period shall begin to yan from the
dete on which the notification way sent; avd

(if) In the case of notification by mall, the walling period shall begin to ruu on the thitd day
following the date thet the notification was mailed.

(23 Carviers using the opt-out mechenism must provide notices to thelr customets svery (wo
yedrs. ’

{3) Teleconmnunications cavriets that vse e-mail to provide opt-out potices must somply with the
following requirements in addition {0 the requiremenis genwrally applicabls to notification:

(i) Carviers st obtain express, verifigble, prior approval rom consumars to send nofcsy vig ¢-
mail regarding their ssrvice in general, ur CPNY in particaler;

(it) Carviers must aliow customars to mply divectly to e-mails containing CPNI notices In order to
DI,

(i) Opt-ouf e-mail notices (het are returned 1o the carrler as undeliverable mugt be sent to the
-custoraer It ancther form before curriery may consider the customer to have recsived notice;

{v) Carriers thet use e-tgil o send CPRIY gotices must ensure thit the gobject Hue of the message
clearty and accurately idontifies the subjeet matter of the e-niail; and

&) “Leleeonanunications carriess must make available to every customer a method to opt-out that
is of no additional cost to the customer and that is available 24 hows a day, seven days a week. Carriers
ray sattsfy this requirement through » combination of methods, so long as all customers have the ability to
opt-out at no cost and are able w effectunte that cholce whenever they chooss,

The Company does not carrently solicit "opt owt™ customer approvel for the use or disclovure of CONL
The Compuny dves not wse CPNY for any purpose (melpding merketing comupications-reluted
services) und does rot disclyse ar grant access to CPNI to any ponty (including to agensy or gffilaies that
provide communicotions-refated services), except us permitted wnder 47 USC § 2224y and Bule
&4.2005,

{2) Notice Reguiremems Specific to Opmln. A ttlecommunications carrier may provide
notification o abtain apl-iz approval tirough oral, written, or slecironic wetheds. The contents of ay such
rotification must comply with e requivements of paragraph (o) of this seciion,

The Compury does not carvently soliclt “opt ™ cuisiomer approvat for the nve or disclosure af CENI,
The Company does not wse, disclose or grant aecess fo CPNE for any puipose, lo gy parly er in auy
manser thet world requefre o custoimer's "opt in® approvel wnder the Conpwission's CPNE Rules.



£y Notice Regulremenss Specific to One-Time Use of CENL (1) Carriers may use oral notice 1o
obtein limited, one-time use of CENI for Inbound and outbound customer ielephene contacts for the
duration-of the cal], regardiess of whether carricrs use opi-out o opt-in approval based on the nature of the
gontact.

(2) The contents of any such notification must comply with the requiroments of paragranh () of
this gestion, except that telecompmunications carviors may oinit any of the following notice provisions if not

refevant (0 thie Thmited ase Tor which Che cartier secks QNI

(i} Carriers nesd not advise customers that if they have opled-out previcusty, no action is needed
to maintain the optout election;

(iiy Carriers noed pol advive mslomers thet They may shary CPNI with thelr affiliales or third
parties and need not name those entities, if the Hinited CPNI usage witl not result in nse by, or disclosure
ta, an aftiliate or third party,

{iif) Carriers need not disclose the means by which a customer can dexry or withdraw future nocess
to CPHI, so long as carriers explain to customers that the scope of the approval the carrfer seeks ia limitad
o one-time use; and

{iv) Carriers may omit disclosure of the precise steps & customer must take in order to grant or
deny acesss 1o CFN, as long as e carrier clsarly commumicatey tha: the customer can deny acgess to his
CPNI for the call,

In Instances wiere the Company secks one-fime cusiomey approvid for fhie use or disclosure of CPNI,

the Compuny obloins such approval in accordance with fhe disclosures, methods aud regulrenents
conteined in Rale 2008(%.

Section 64.2009 Safeguards requirved for use of customer proprietury vetwock information,

(&) Telecommmnications carriers nwst implement a system by which the status of a customer’s
PN approval can be clearly established prior to the use of CENIL

The Company’s billing system alfows awthorized cowpatty personvel to easily deterniine e sipfis of o
customer's CPNI gpproval on the casiomer pccaunt sereen prier to the wse or disclosure of CPNVY,

{0} Telecomimumicationg carriers magl fvaln their personnel as to when they are and are aot
authorized to use CPNI, and corriers must kave an express disciplinary process in place.

The Cornpany kay esteblished CPNI complinnce polickey thot Include exployes tralning on restrictions
on e nuse and disclosure of CENI and required safeguards o protect against unauthorized wse or
diselosure of CPNL Employees have signed Mot they understantd the CPNY policies and u violation of
thase poficies will result in disciplinary action.

(&3 AN carriers shall maintain a record, electronically or in soms olher mauner, of thelr own and
their aifiliates’ saley and marketing campaipns that use their customers” CPNIL All cargiers shall madniain o
record of all instrnces where CPNE was discipsed or provided to third parties, or where third parties were
allowed pocess to CPNIL The record must include o deseription of each ctavpaign, the specific CPNI that

was vged in the campaign, sud what products and services were offerad as a part of the campaign. Carriers .

shall rotain the record for a minimums of one year.

The Compary’s CPNI poticies require that afl sales and markeling compaigns inclading these utilizing
CPNT be recorded and kept on file for ot least one year. Revords are also muintained for divclosure or
access to CENE By thivd partles. The records include the requdred informetion Usted in Rale 64.2000(c).




(¢} Telecommunications carviers prmst establish & supervisory review process regarding carrler
compliance with fhe rules in this subpart for out-bound marketing siruations and maintain records of carrier
complianee for a minimum period of one yenr. Specifically, sales personnel most obtain sapervisory
avproval of any proposed out-bound marketing raquest for customer approval.

Fhe Company’s CPNI policles require empiopees o sbiaiv approval from the Company’s CPNY
Compltance Officer for gl mgrketing compaigns, inciuding these niifidny CPNY pricr 1o ititiaing that

campaign, Record of e marketing campaigns, along with the appropriate supervisory approval s
mainpined for af least one year.

{g) A& telecommupications cartier must have &n offieer, s an sgent of the cavrier, sign and fle
vith the Commission s compliance certificate on an annual basls, The officer niwst state in the certification
that he or she has personal knowledge that the eompauy has established operating procedures thst are
adequate to ensyre compllance with the rules in this subpart. The carrier must provide a staterment
accorpanying the certificate explaining how its operating procedures ensure that W is or & not In
compliance with the rules in this subpmt. In additivn, the carrier must nelnde an explavation of any
actions taken againgt data brokers and a supimary of &l customer complaints received in the past year
concerning the wnauthorized release of CPNL. This flling mwst be mede annualty with the Enfbreonent
Bureau on or before Mareh 1 in BB Docket No. 06-36, for data pertaining 1o the previous calendey year.

The regaired officer certification, wcfions taken against dota brokess ond summieyy of customer
commplalnt Qocements are included with this accompenying statement.  The Company will file these
docyments on n aniuael basly on o before March 1 for duts periciting v the previows calendar year.

() Carriers must provide written notice within five business days to {he Commission of any
instance where the opi-out mechanisms do not work properly, to such a degree that consumers’ inability to
opt-eut s more than an snomaly.

(1) The notice shall be in the form of a letier, snd shall include the carrier’s name, # description of
the ppt-out mechanizm(s) ased, the problems(s) exparienced, the remedy propessd end wher it will befwas
implemented, whether the relevant state commission(s) has besn motiffed wxd whether & has {aken any
action, a copy of the notive provided o customers, and contact informuation.

{2} Such notice must be submitted even [ the carvier offtrs other methods by which consumers
may opt-out,

The Company does rot cureently soliclt Popt ont” cusioiner approval fior the use or disclosure af CPNAL
Beetion 64.20140 Safeguards on the disclosure of customer proprictary network informaiion.

(&) Safeguarding CPNY. Telecorsmunications carriers must take reasonable measwres to discover
and protect ngainst afterupis 10 goin umacthorized access to CPNL  Telecommuwmications carriers must
properly sethenticate a cusiomer prior 80 dsclosing CPNI based on customer-initiated telephone contact,
oning aucount aceess, or go in-store visit,

The Compuny’s CPNI policies and emploper training nclude rensonabic measures fo discover snd
Drotect agiaingt activity that is indicative of pretexting and employees are Insivucted to notify the CPNY
Cotapliawce Officer if any such actfvlly 15 suspecied,

(by Telephone gecess to CPNI, Telecommunicatinng cattiess may enly disclose call detail
infermstion over fhe telephone, based on customer-initiated telephone contact, If the customer first
provides the carrier with @ password, as doscribed in pamgraph (&) of this seclion, that fs not prompted by
the carrier asking for readily available blographical informaation, or zcoount information. If the customer
dovs not provide & password, the telecommunications carrier may only disclese call dotail information by
sending it to the custrmer’s address of record, ox, by celiing the customer at the telephone number of
record, Tfthe customer is able to provide call detsil information 1o the telecormnanications cartier during 2



eustemer-nitiated call without the felecommenications carrier’s assistance, then the telecoramunications
cartier s permitted to discuss the call detail Information provided by the customer.

The Company's CFNI policies ensure that o cpstomar is valy «ble to gecess calf detalf informution pver
the telephone in one of the ways fisted In Bule 64.261000). X fhe customer canrot ranpnber fhelr
password, they are prompied to answer ¢ Secgrity question, Nelther the pessword wor e securily
question are bused on readily available bingraphical information or accowry infornation, Uustvmer

service representaiives are inslracted to authenticake customery aver Mg telephone in oll instances exeept
In the case where the custamer provides the call detall information withont the assistance of the
Company. '

(€} Oniine vooess 1o CPNL A welecommunications carrier must suthenticats 8 customer withom
the use of resdily availeble biographival ioformation, o aceowst information, prior to allowing the
custoier onling access to CPNI related to g ielecomimanications servive account.  Once autbenticated, the
customer snay onty obtalt ouline acccss to CPNLrelated to 8 telocommnunisations service acconnt throuph a
passward, as desaribed in paragraph (¢} of s sootion, that ig not prampted by the carvier asking for readily
available bipsranhieal information. or accnuns mfmatiom.
The company autherticates customers without the use of readily available biographical or accourt information prior to
alfowing on access to CPNI related 1o an account. Once awtherticated, the customer may only obitain access to CPNI
throtgh e password, that is not prompied by readily available biographical or atcount informatiorn.

(d) In-Srore gecess ro CENIL A itelecommunications carrier inay disclose CPNY t0 a customer
who, at 2 carrier's retadl loeation, fivst presents w the igiecommunications carier or s agent a valid phowo
1D matching the customes’s account information,

The Compeany dogs not have retail locations.

Y (&) Establivhmest of o Password and Bock-up Authertication Methods for Lost or Forgotten
Passwords. To establish 2 passwond, a feleconmnanications catyier newst sutheuticate the customer without
the uge of readily available biographica] information, or pccoant information. Telecommmunications carriers
may create & back-up customer authentication method in the event of a lost or forgotien password, but such
‘back-up customer authentigation method may pot prompt the cusiomer for readily available biographical
‘information, or account infurmetion. If & customer camet provide the correct password or the comest
response for the back-up customer authenlication methad, the customer must establish 8 new password as
deseribed in this pavagraph,

The Company’s CPNI policies olfew for o few ways fo esiablish a password, alt of witich ensare
compliucs with the above puragraph, Eeol method also wllows the cuxtomer iv exiablish a brek-np or
seckerity question in fhe event (had they fovpel their password, In tto event dees the Corupany aye romdily
availehle blographiced Fformation pr accowni nformation as o buck-up question or @5 0 meons 1o
establisk u password or avtherdicals e casiomer,

() Notification of account changes. 'Telecommunications cerriers must notify customers
immediately whenever a password, customer response to a back-up weans of authentication for jost or
Forpotten passwords, online account, or address of record is created or changed. This porification is not
required wihen e customer iniliales service, clading the seleciion of & password st service injtintion.
This notification may be through a carvisr-origineled voicemail or text message to the felephone jamber af
record, or by mail to the addezss of record, and must aot reveal te changed information or be sant to the
new account information.

The company will notify a customer Immediately when account changes occour, including a password, a responsefo a
back-up means of autherntication, or address of record.  The notification will be through a carrier-originated veicemall or
text message 1o the tefephone number of record, or By mail to the address of record, and will not containthe changed
nformation or be sent 1o the new account information.

nak



(g} Business Cwstomer Exemption. Telecowsoupications carriers may bind themselves
contractually te authentication repimss other than those described in this section for services they provide
to thei business customet thal have both 2 dedfcated account representative and a conttact that specificaliy
addresses the carriers’ protection of CPNL

The Compary does not wtilize the dusiness cusiomer excepilon at fis tine,

Section ¢4.201 1 Notifteation  of customer proprietary network information  seowrity
breaches.

(@3 A telecomumunioations cerrier shall notify law onforcement of & brerch of its customers’ CPMI
s provided in this section. The carrier shall not notify its custormers or disclose the breach publicly,
whethet voluntarily or under state or Jocal law or these rules, until it hag cowplered the pracess of notifying
law enforcement prawoant to paragraph {b).

{&) As soon as practicable, and in no event later than seven (7) business days, after ressonable
determination of the breach, the telecormnunicaiions carrier shall clectronically notify the United States
Seoret Serviee (USSS) and the Fodwral Buveau of lovestigation (FBT) through o centeal reporting facility.
The Cornmission will maintain a link to the reporting Bicility at hite:/www. focov/eb/epni.

(1) Hotwithstanding any statc law 0 the contrary, the ewvier shall not notify coatomers or
disclose the breach to the public until 7 full business days have passed efter notiffeation @ the TIS3S and
the FB1 except as provided in paragraplis (2) and (3).

{2) if the carrier bolieves that there is an extraondinarily wrgent need to notify any class of atfected
customers sooner than otherwise alfowed under paragrapk (1), n order to avoid bnmediate and irreparable
harm, it shall so indicate in its notification and my proveed io immediately notify its affected customers
only after consuliation with the relovant investigating agency. The carrier shall covperate with the relevam
igvestigating rgency’s request to mminimize any adverse effecty of such enstomer notification.

{3) H the relevant investigeting agency determines thal the public discloswre or notice to
customers would fmpede or compromige an ongoing or polentiel criminal investigstion or national seoullty,
such agency may direet the cartier not to so disclose or notify for an fnitial period of wp to 30 dayy, Such
period mmay be oxtended by the agency s reasonable necessary n the judgment of the ogovcy, IF such
direction is givew, the agency shall notify the cartier when it nppears Gt pablic disclosie or notice to
affected customers will no lengey impede o compromise a criminal investigation or national security. The
agency shall provide in wiiting its initial direction to the cerrier, any subsequent extension, and any
notificativn that notice will no longer impeds or compromise a eriminal investigation or national security
and such writings shail be contemporareously logged on the same reporiing facility that corteing reqords of
notificalions filed by carlons.

(¢ Rucordkzeping, All carriers shall maintain a record, electronically or in some other manner, of
mny breaches disgoversd, notlfication made to the USSS and the FBI pursuaot to paragraph (1), and
notification made to customers. The record must incliade, if gvallable, dates of discovery and notification, e
detailed desstiption of the CPNI that was the subjeet of the breach, and the clreumstances of the breach.
Carriers shall retain the record for a minfitum of 2 years.

The Company has policles and procedures It pluee to ensdare compliance with Rule 64,2011, When it Iy
reasonably determined that & breack has occurred, the CPNI Cowmpliance Officer will notlly faw
enforcernant and ity ciistomer b the required thnefrantes, A record of the breaelr with be maintuined for
a wpanimn of twe years and will incfude wll  Informafion required by Rile 642015



